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ABSTRACT 



Because of mounting budget pressures, a new business model 
is emerging that offers schools "free" technology supported by online 
advertising programs and the gathering of market data about students. 
Proponents argue these corporate associations benefit schools with dwindling 
resources. Opponents argue they are contrary to obligations to act in the 
interests of students. Using cookies, online registration, and 
questionnaires, market profiling gathers demographic information about users 
and their interests, needs, and buying habits. Arguments supporting the 
validity of online profiling are misleading, and involve significant obscured 
costs. Technically proficient children, lacking an understanding of the 
appropriate boundaries of personal privacy, are easily manipulated for 
commercial purposes. Positive and ethical school -business partnerships should 
not require students to observe commercial advertising, nor provide 
commercial access to captive audiences. Federal law protecting research 
subjects, the Family Educational Rights and Privacy Act (FERPA) , and the 
Children's Online Privacy Protection Act of 1998 provide schools guidance in 
developing ethical corporate partnerships. In developing a policy on 
commercialism, schools should avoid providing access to captive audiences; 
allow students to provide personal information; permit collection of 
anonymous data for improving the educational quality of Web sites; require 
written requests for approval by teachers to use Web sites, considering 
educational purposes, the nature, motive, and use of market data; carefully 
guide student research activities; allow teachers to analyze web sites for 
quality, appropriateness, and suitability of educational materials; and 
consider all possible impacts before accepting corporate technology 
resources . (TEJ) 
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Capturing the Eyeballs and “E-wailets” of 

Kids in School 
Dot.com Invades Dot.edu 



by Nancy Willard, JD 



A s pressure on school’s budgets and 
demand for investments in new 
technologies increase, a new 
dot.com business 
model has emerged. 

This new model in- 
volves the offer of 
“free” technology re- 
sources to schools 
supported by an 
online advertising 
program that in- 
volves the collection 
of market-related 
personal informa- 
tion from students 
(online profiling) 
and targeted market- 
ing of students with 
banner ads — within the educational learn- 
ing environment. 



Nancy Willard, Director, Center far 
Advanced Technology in Oregon, has 
taught and has practiced law in areas of 
computer law and copyright. In 1995, she 
published Legal and Ethical Issues Related 
to K-12 Internet Use Policies, which has 
become a widely recognized resource far 
educators. She has investigated how high 
school students make decisions about ethi- 
cal use of the Internet and has recom- 
mended research be conducted around is- 
sues of the social dimensions of the use of 
interactive technologies by young people. 
Readers can contact Dr. Willard at: 5214 
University of Oregon, College of Educa- 
tion, Eugene, Oregon 97403-5214. 



Many educators, parents, and students 
are unaware of the extent to which dot.com 
companies 1 can collect 
and analyze personal 
information and use 
this analysis to present 
banner ads that are tar- 
geted to the individual 
user’s demographics 
and interests. Hungry 
for the opportunity to 
provide Internet access 
and resources to stu- 
dents, schools are ac- 
cepting these “free” of- 
fers with inadequate 
analysis of the 
company’s activities 
and inadequate evalu- 
ation of the potential impact on students 
and the learning environment. Schools have 
an obligation to protect the welfare of their 
students and ensure the integrity of the 
learning environment. Allowing companies 
to engage in online profiling and targeted 
marketing of students is unacceptable. 

Educators must carefully analyze any 
partnerships with companies to determine 
whether such partnerships are truly in the 
best interests of their students and the 
school’s learning environment. This docu- 
ment seeks to provide assistance to educa- 
tors in this analysis process. It provides a 
background on issues and concerns related 
to online profiling and targeted marketing 
and a framework for educator analysis of the 
appropriateness of proposed business/school 
partnerships. 



Hungry for the opportu- 
nity to provide Internet 
access to students, 
schools are accepting free 
computer offers from 
companies without first 
evaluating the impact on 
students. Nancy Willard 
addresses this situation in 
her provocative report and 
offers policy makers some 
advice for avoiding poten- 
tial problems. 




Will Internet in schools become 
the “stealth portal” to the youth 
market? 

In recent years, there has been growing con- 
cern about the rise of commercialism in 
schools. As school budgets shrink and finan- 
cial demands increase, corporate America 
has found innovative approaches to get to 
young consumers through the place that 
they spend a lot of their time — in school. 
Corporate strategies include: the offer of free 
satellite TV in exchange for 2 minutes a day 
of advertising for junk foods and hip youth 
consumer items; cash donations in exchange 
for an exclusive placement of soft-drink ma- 
chines; and free curriculum materials pro- 
vided by companies, such as environmental 
protection materials provided by oil com- 
panies and nutrition materials provided by 
fast-food chains. 

Proponents of advertising argue that cor- 
porate involvement with schools is benefi- 

continues on page 2 
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cial because it allows schools to supplement 
dwindling resources. They argue that since 
ours is a consumer-driven culture, a few 
advertisements in school are an acceptable 
trade-off. Opponents counter that corpo- 
rate attempts to use schools as a means to 
capture the youth market is unacceptable 
and contrary to the schools obligation to 
act in the best interests of its students. 

In 1995, the Consumers Union pub- 
lished a report entided Captive Kids: A Re- 
port on Commercial Pressures on Kids at 
School 2 . The Consumers Union concluded 
“commercialism in U.S. elementary and sec- 
ondary schools poses a significant and grow- 
ing threat to the integrity of education in 
America.” One of the disturbing trends the 
report noted was “(p)ressure on school ad- 
ministrators, teachers, and students to form 
partnerships with businesses that turn stu- 
dents into a captive audience for commer- 
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cial messages, often in exchange for some 
needed resource.” 

Three principal forces were identified by 
the Consumers Union that converge to sup- 
port the rise of commercialism in schools. 
These are: 

• Chronic school budgetary problems; 

• The ever-growing presence of commer- 
cialism in all sectors of society; 

• The growing competition among corpo- 
rations for the burgeoning “youth” mar- 
ket. 

A clash of two worlds: dot.com 
and dot.edu 

The dot.com world is an advertising-intense 
environment, where a significant amount of 
content is supported by banner ads. (Ban- 
ner advertisements are the “blocks,” or ban- 
ners that remain stationary or stream across 
the computer screen featuring sales commer- 
cials of the Web site sponsors.) But other 
worlds exist on the Internet. The dot.edu 
world is a world of rich, high quality educa- 
tional resources and communication activi- 
ties with an extremely limited amount of 
banner advertising. Resources available in the 
dot.edu world 
have been created 
by education in- 
stitutions, infor- 
mal science, art, 
and other enrich- 
ment centers, 
non-profit public 
interest organiza- 
tions, govern- 
ment agencies, 
and enlightened 
corporations that recognize the importance 
of supporting the education of our nations 
children without attempting to peddle prod- 
ucts, services, or self-serving ideas. 

What is o nlin e profiling and tar- 
geted marketing? 

Online profiling is the collection of infor- 
mation from and about an individual as he 
or she uses the Internet 3 . Once collected, the 
information provides a detailed profile of the 
individuals demographic characteristics, in- 
terests, needs, and purchasing habits. This 
profile enables advertising company comput- 
ers to deliver banner ads that are targeted to 
the individuals specific interests. The pro- 



file may contain personally identifiable in- 
formation, the individuals name and ad- 
dress, or may be linked with non-person- 
ally identifiable information, such as a 
screen name or an identifier (a “cookie ). 
Cookies are tiny bits of code that are placed 
on an individuals hard drive by the web site 
or a third party that is delivering ads to the 
web site. Cookies are generally sent with- 
out the knowledge of the user. Cookies act 
as identifiers and also transmit data about 
the individual’s actions on the Web. Addi- 
tional information may be collected for the 
profile directly from the individual through 
registration, surveys, questionnaires, and 
purchases. 

Here is an example of how profiling 
may work in a school environment: 

The XYZ school has established an online 
learning environment with the ABC com- 
pany. Jordan, a student at XYZ, must es- 
tablish a user account on ABC’s web site by 
supplying a user name (some sites require 
actual names) enabling him to access the 
learning activities required for his classes. 
In registering the account, Jordan is asked 
to provide some basic demographic infor- 
mation, including his age and gen- 
der. Jordan’s user account forms his 
initial profile file on ABC’s site. To 
expand its knowledge of Jordan, 
ABC’s computer tracks his activi- 
ties on its site, as well as his activi- 
ties on the Internet. ABC fre- 
quently posts “Tell us what you 
think” survey questions. Todays 
question, “What are your favorite 
aiter-school activities?” is followed 
by a list of typical teen activities. 
Jordan responds that his favorite activity is 
playing sports. This interest information is 
recorded in his profile. The next time Jor- 
dan uses the computer to complete his his- 
tory assignment, he sees an ad for athletic 
shoes, because ABC has determined he is 
interested in athletics. ABC s computer 
records the fact that Jordan has clicked on 
this ad and will be able to provide the ath- 
letic shoe company with data about students 
who have clicked on their ad. 

READ the Privacy Policy — then 
ask questions 

Clearly, it is not acceptable for educators to 

continues on page 3 
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be endorsing partnerships with dot.com 
companies if they do not have a complete 
understanding of all of the ramifications of 
that relationship. Educators should start by 
reading the company’s privacy policy. 

Unfortunately, many of these policies are 
written in “legalese” making understanding 
difficult. For example, one company’s pri- 
vacy policy reads, “We will use this infor- 
mation to ensure that our users content and 
sponsorship experiences are appropriate for 
them.” What this language actually means 
is, “We use this information to directly tar- 
get ads to students based on our knowledge 
of their demographics and interests.” School 
districts should seek the services of the 
districts attorney in “decoding” these poli- 
cies. 

Not all collection of information 
is bad; Not all school-business 
partnerships are inappropriate 

Online profiling and targeted marketing 
should be distinguished from two other ac- 
tivities that do not present concerns: 1.) the 
collection of aggregated data by web sites 
for evaluation purposes; and, 2.) the collec- 
tion of personal information from students 
for the sole purpose of providing an educa- 
tional service. 

All web sites collect data about how their 
site is used, including 
quality educational sites. 

The data allows the web 
site owner to evaluate 
how the site is being 
used so that the quality 
of the site can be im- 
proved. Data is collected 
in an aggregated man- 
ner. Individual user pro- 
files are not created and 
the data is not used to 
support marketing. 

Some companies 
providing communication services to 
schools require specific personal informa- 
tion, such as a student’s name used to estab- 
lish a web-based e-mail account. This should 
not present concerns as long as the use of 
student information is limited to the edu- 
cational service and parental consent is ob- 
tained. 



How valid are the arguments in 
support of accepting online pro- 
filing and targeted marketing of 
students in exchange for free tech- 
nology resources? 

Five arguments are ffequendy raised in 
support of the appropriateness of dot.com/ 
dot.edu partnerships: 

Argument 1: We protect student privacy 
because we do not ask for the student’s ac- 
tual name. We use only user names — 
pseudonyms. 

• This argument is misleading. Dot.com 
companies do not need the students ac- 
tual name to develop an online name. 
Ail they need is a persistent identifier. 
The student’s user name serves this 
purpose. 

Argument 2: Internet content is sup- 
ported primarily by banner advertising, 
therefore, students are already exposed to 
lots of banner ads whenever they use the 
Internet. The additional exposure to ban- 
ner ads viewed on dot.com partner sites 
shouldn’t make a difference. 

• If students are being exposed to a great 
deal of banner advertising in school, they 
are likely not using the Internet in ways 
that support learning. A recent study 
evaluated sites that students accessed in 
school for their suitability for academic 
research and found that only 27% of the 

sites students accessed 
were considered to be 
reliable sources of infor- 
mation 4 . The sites vis- 
ited most frequently, 
commercial sites, were 
rated as having the low- 
est educational value. 
Web sites that have a 
limited amount of ban- 
ner advertising do not 
generally contain ani- 
mation placed in loca- 
tions on the site where 
they might distract students from focus- 
ing on the content 

• A school endorsement of a dot.com 
partner’s web site also acts as an endorse- 
ment of the presence of banner adver- 
tising in the educational environment. 
Additionally, the school’s endorsement 
serves as an implied endorsement of the 



All web sites collect 
data about how 
their site is used. 
Tlte data allows the 
web site owner to 
evaluate the use so 
that the quality of 
the site can be 
improved. 
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products or services advertised to the 
children through the dot.com partners 
site. 

Argument 3: Banner ads are not distract- 
ing or intrusive. Students are experts at 
multitasking and can easily filter out the ads. 

* The sole mission in life of a banner ad is 
to attract attention. Research in human- 
computer interface verifies that animated 
banner ads are intrusive and distract us- 
ers from the content. As a recent report 
noted: 

Ad agencies arent stupid . . . they know 
that adding motion and flashing to a web 
page is a sure-fire way to attract attention. 
And it*s true — adding animation is a 
powerful way to catch a readers eye. But 
beware that this can also work against you. 
Many users complain that animation is too 
distracting, making it difficult to concen- 
trate on the content of the page.* ** 

Argument 4 : The dot.com partner is pro- 
viding access to a safe, filtered environment 
so our students are more protected in their 
use of the Internet. 

* An environment that supports the col- 
lection of personal private information 
from children and then uses that infor- 
mation to manipulate children for con- 
sumer purposes is not a safe environ- 
ment. 

Argument 5: It is OK to use dot.com web 
sites because we have parental consent. 

* Consent, yes, but the “price” that stu- 
dents and their parents are being ex- 
pected to pay for involvement in or use 
of the school’s technology learning en- 
vironment is the invasion of their per- 
sonal privacy and the distraction and 
manipulation of advertising. 

And this generally occurs without full 
disclosure. Too frequendy, school adminis- 
trators approve dot.com/dot.edu partner- 
ships without a full and complete under- 
standing of the level of corporate access they 
are providing to their students. Parents trust 
school administrators to act in the best in- 
terests of their children so many will approve 
their child’s participation based solely on the 
endorsement of the dot.com company by 

continues on page 4 
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the school. When administrators enter into 
partnerships with dot.com companies with- 
out a full and complete understanding of 
the facts and without providing full and 
complete information to parents, they are 
failing in their fiduciary duty to protea their 
students. 

Who *really* wins in the online 
profiling and targeted marketing 
game? 

Dot.com companies argue that it is a 
wonderful benefit for them to develop 
individualized market profiles so they can 
do a better job of providing individuals with 
advertisements for products and services in 
which they are 
likely to have an 
interest 6 . 

However, there is 
widespread and 
growing concern 
about current 
online profiling 
practices, 
principally, that 
much of the 
collection is done 
without the 
individual’s 
knowledge or 
consent and the 
use and dis- 
semination of the 
information is 
beyond the in- 
dividuals control. 

A recent Business Week/Harris Poll on 
online privacy found that 89% of consum- 
ers are not comfortable having their brows- 
ing habits and shopping patterns merged 
into a profile that is linked to their real name 
and identity 7 . Sixty-three percent are not 
comfortable having their online movements 
tracked even if the data is not linked with 
their name. 

It is unlikely that adult concerns about 
privacy are going to diminish. Many adults 
are still unaware that such profiling is oc- 
curring. For example, only 40% of those 
surveyed in the BW/Harris Poll had even 
heard of cookies. Further, concerns about 
privacy refleaed in annual BW/Harris Polls 
have been growing, not diminishing, in re- 



cent years. It also is unlikely that parents’ 
privacy beliefs would change if the ques- 
tions were focused on their children. 

The following are the most im- 
portant paragraphs in this report! 

Dot.com companies have an advantage in 
reaching children. The emergence of an 
understanding of the appropriate bound- 
aries of personal privacy is clearly a devel- 
opmental process, tied to the child’s emerg- 
ing cognitive development. Technically 
proficient children are using the Internet 
before they have the cognitive ability to 
appreciate the possible consequences of 
disclosure of personal information. 
Dot.com companies can use this to their 
advantage in seeking to mold the childrens 
perceptions about personal privacy. They 
are able to accom- 
plish this largely out- 
side of parental influ- 
ence because most 
parents do not know 
about the actions 
and intentions of 
these companies. 

Dot.com compa- 
nies are asking chil- 
dren to disclose per- 
sonal information, 
which they use for 
the purpose of influ- 
encing consumer be- 
havior. Such compa- 
nies are working 
with child psycholo- 
gists to gain better 
insight into the thinking of children to 
improve their ability to manipulate the 
child for commercial purposes. Children 
raised in such an environment may fail to 
develop an understanding of the appro- 
priate boundaries of personal privacy ef- 
fecting themselves and others. 

There ought to be a law . . . ! 

Unfortunately, there are no laws, policies, 
or regulations that specifically address the 
concerns presented in this report. Never- 
theless, school administrators must engage 
in a careful thorough analysis of the ap- 
propriateness of any involvement with 
dot.com companies. Guidance in condua- 
ing this analysis can be found from a vari- 
ety of sources. 

6 



Constitutional Analysis 

States have a constitutional obligation to 
provide a free, public education. Increas- 
ingly, schools have determined that access 
to educational and communications re- 
sources on the Internet are an important 
component of the educational preparation 
of children for the 2 1 st century. In light of 
its constitutional obligations, schools should 
consider whether it is ethical — or legal — 
to establish a technology-based learning en- 
vironment that will require students to con- 
sent to the collection of their personal pri- 
vate information by a third-party 
commercial company as a condition for par- 
ticipation in the program. 

Education Policies on Commer- 
cialism in Schools 

In 1998, the National Association of State 
Boards of Education (NAS BE) conducted 
an analysis of issues of commercialism in 
schools. The membership approved, through 
resolution, a set of principles to guide state 
boards in the development of policy regard- 
ing corporate involvement in schools. The 
principles relevant to the present discussion 
are: 

“School-business relationships based on 
sound principles can contribute to high qual- 
ity education. However, compulsory atten- 
dance confers on educators an obligation to 
protea the welfare of their students and the 
integrity of the learning environment. There- 
fore, when working together schools and 
businesses must ensure that educational val- 
ues are not distorted in the process. Positive 
school-business relationships should be ethi- 
cal and structured in accordance with the 
following principles: 

1 . Corporate involvement shall not require 
students to observe, listen to, or read 
commercial advertising. 

2. Selling or providing access to a captive 
audience in the classroom for commer- 
cial purposes is exploitation and a viola- 
tion of public trust.” (1998) 8 

Federal Policy on the Protection of 
H uman Subjects 

Federal law for the protection of human sub- 
jects in the context of academic research can 
provide schools with guidance on standards 

continues on page 5 
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that are considered necessary to protect the 
welfare of research subjects 9 . These rules can 
provide a benchmark for determining pro- 
tections that are necessary for the welfare 
of research subjects, especially children. 
They require that: 

• Academic researchers seeking to gather 
data from students must demonstrate 
that their research will have a social ben- 
efit. 

• Researchers must provide a detailed hu- 
man subjects protocol that addresses is- 
sues of privacy and confidentiality, po- 
tential risks to the subjects, and how 
those risks will be mitigated. The hu- 
man subjects protocol 
must be approved by the 
research institutions Insti- 
tutional Review Board and 
then by the individual 
school district prior to any 
collection of data from stu- 
dents. 

• Researchers must prepare 
an informed consent 
document for parents and 
older children which out- 
lines the socially beneficial 
purpose of the research 
and the provisions for the 
protection of the child. Both the parent 
and the child must sign the informed 
consent document. 

• Research conducted in established or 
commonly accepted educational set- 
tings, involving normal educational 
practices, does not require a full human 
subjects protocol or an informed con- 
sent document. 

Family Education Rights and Pri- 
vacy Act 

Any provision of personal information of 
students by the school must be in compli- 
ance with the Family Educational Rights 
and Privacy Act (FERPA). FERPA would 
clearly require parental consent before the 
school could provide students’ personally 
identifiable information to a third party. In 
accord with the spirit — but not the actual 
language — of FERPA, schools should also 
provide disclosure and obtain parental con- 
sent before allowing or encouraging stu- 



dents to provide personally identifiable in- 
formation on a web site while at school. 

Children’s Online Privacy Protec- 
tion Act 

Schools also must be aware of how they 
might be impacted by the Childrens Online 
Privacy Protection Act of 1 999 (COPPA) 10 . 
COPPA, effective April 21, 2000, applies 
to the online collection of personal infor- 
mation by commercial web sites from chil- 
dren under 13 years of age. The new rules 
spell out what a web site operator must in- 
clude in a privacy policy, when and how to 
seek verifiable consent from a parent, and 
what responsibilities an operator has to pro- 
tect childrens privacy and safety online. 

COPPA applies 
to individually 
identifiable in- 
fo r m a t i o n 
about a child 
that is collected 
online, such as 
full name, 
home address, 
email address, 
telephone 
number, or any 
other informa- 
tion that would 
allow someone 
to identify or contact the child. COPPA also 
covers other types of information — for ex- 
ample, hobbies, interests and information 
collected through cookies or other types of 
tracking mechanisms — when they are tied 
to individually identifiable information. 

Recommended Principles for a 
School Policy on Commercialism 
on the Internet 

• Providing access to a captive audience 
in the schools technology learning en- 
vironment, whether accessed in school 
or from home, for commercial purposes, 
including specifically online profiling 
and/or advertising, is “exploitation and 
a violation of public trust and a viola- 
tion the right of students to a free and 
public education.” 11 

• Students should not be permitted to pro- 
vide personally identifiable information, 
such as name, address, or other contact 
information, on the Internet unless the 

7 



provision of information is by a student 
over the age of 1 3 and is for an approved, 
legitimate educational purpose 12 . 

• The collection of anonymous data from 
students using a web site for the pur- 
poses of evaluation and improvement of 
the educational quality of a web site is 
considered appropriate and acceptable. 

• In any case where a school/teacher de- 
sires to use the services of a web site, the 
school/ teacher must make a written re- 
quest for approval. The request for ap- 
proval should address the following is- 
sues: 

— What is the educational purpose of 
the use of the site? 

— How does the use of this site meet an 
identified educational need? 

— What information will be collected 
directly or indirectly from the stu- 
dent as they use the site? What is the 
purpose of the collection of informa- 
tion? 

— Does the site have any banner ads? If 
so, what is the relationship of the 
collection of data to the presence of 
banner advertising? 

— Does anyone else, other than the site, 
have the ability to collect informa- 
tion directly or indirectly from the 
student? If so, who and for what pur- 
pose? 

— Will students’ personal information 
be disseminated to any other party? 
If so, under what conditions and for 
what purposes? 

— What security provisions have been 
established to ensure the confidenti- 
ality of students’ personal informa- 
tion? 

— What provisions have been made for 
the students and/or their parents to 
review and delete personal informa- 
tion from the company’s files? 

• Schools should carefully guide the re- 
search activities of students to limit stu- 
dent exposure to banner advertising. Stu- 
dents should receive instruction on 
research strategies that will enable them 
to find high-quality, educational re- 
sources to support their learning. 

continues on page 6 
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• If teachers are selecting sites for student 
research, the sites should first be analyzed 
for the quality, appropriateness, and suit- 
ability of the educational materials 
present on the site. The site should also 
be reviewed for the presence of banner 
ads. The following are questions and 
guidelines for an evaluation of the ap- 
propriateness of the advertising on a site: 

— How intrusive and distracting are the 
banner ads visually? 

— Are the ads placed in locations where 
the students should be concentrat- 
ing on the content of what they are 
studying? 

— Are the ads for youth consumer items 
or are they public service announce- 



ments, educational products or ser- 
vices? 

— If students click on the banner ads, is 
what is presented to them considered 
appropriate in the educational envi- 
ronment? 

— Is advertising the vehicle to support 
the delivery of high quality educa- 
tional resource or has the educational 
resource been established for the 
purpose of advertising, brand pro- 
motion, or corporate promotion? 

• All involvement with corporations for 
the provision of technology resources 
should be evaluated in terms of the fol- 
lowing criteria: 

— What is the educational quality of 
the proposed technology resource? 



— How will the proposed technology 
resource assist the school in achiev- 
ing a stated educational objective? 

— How will the school provide for the 
additional resources or activities, in- 
cluding professional development, 
necessary to ensure the appropriate 
and effective use of the proposed 
technology resource to improve stu- 
dent learning? 

— What impacts will the proposed tech- 
nology resource have on the existing 
and future technology infrastructure 
of the district or school? 

— What impacts will the proposed tech- 
nology resource have on the reputa- 
tion of the district/school regarding 
the provision of high quality educa- 
tional services to students? 

Conclusion 

Nothing in this report should be considered 
criticism of enlightened companies that have 
taken a long-term perspective on the im- 
portance of education of our nations youth 
and the role that technology can play in this 
education. Such companies are generously 
providing resources and support to assist 
schools in technology planning and imple- 
mentation and in the development of high 
quality educational resources on the Web. 

A significant number of companies, how- 
ever, believe that profiling and advertising 
is simply the model by which the Internet 
functions. They argue that online profiling 
and targeted marketing allows them to pro- 
vide services without costs to schools and 
thus the benefit to students outweighs the 
concerns of invasion of privacy and intrusion 
of advertising into the learning environment. 

It is not possible for schools to teach chil- 
dren about the importance of protecting 
their personal privacy on the Internet if they 
are entering partnerships that require stu- 
dents to agree to the collection of personal 
information as a condition for use of the 
technology resources. As a result, school dis- 
tricts/administrators/teachers should make 
every effort to identify the potential ben- 
efits and consequences associated with the 
partnership and then determine a course of 
action that preserves students right to pri- 
vacy while also providing positive educa- 
tional experiences. 

continues on page 8 
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